
The following modifications are made in tender, „‟Cyber Security Revamp 

(Firewall)‟‟, which shall be considered: 

Firewall Type 1 

1. Suggestion accepted, stating that " The proposed hardware-based firewall 

should consume 1RU or more Rack-mountable space‟‟.  

2. The demand of Check Point from reducing appliance storage from 1Tb to 

450Gb may be considered provided that they give in written undertaking that 

their product will support extra storage. (It is the same stand as taken in the 

case of CISCO.) 

3. The suggestion is accepted, stating that "Firewall must have integrated IPS 

shall be able to scan packet payloads for vulnerabilities and exploits, 

covering a broad spectrum of attacks and vulnerabilities. Should have at 

least 10,000 IPS Signatures or 20,000 DPI signatures, 50 million Could 

AV signatures". 

4. DDoS/DoS attack prevention is basic protection technology for industry 

leading firewall and being the essential security feature, this is the 

requirement of NIXI. Hence, the suggestion is not accepted. However, if the 

bidder does have the features of Layer 3 SYN Proxy and Layer 2 

Blacklisting, then they should clearly spell out the alternate technology 

for DDoS/DoS attack prevention. 

5. The solution should support Cloud based configuration is removed. 

6. OEM not complying to NetSec Open certification can instead furnish NSS 

Lab certification with Exploit Blocking rate of minimum 97% in the last report. 

Firewall Type 2 

1. Suggestion accepted, stating that "The proposed hardware-based firewall 

should consume 1RU or more Rack-mountable space". 

2. The demand of the parties from reducing appliance storage from 1Tb to 

450Gb may be considered provided that they give in written undertaking that 

their product will support extra storage. (It is the same stand as taken in the 

case of CISCO.) 

3. OEM not complying to this point - “Firewall shall have pictorial view of a 

particular access rule……………”  may propose their own technology for 

compliance. 

4. The suggestion is accepted, the revised clause is "Firewall must have 

integrated IPS shall be able to scan packet payloads for vulnerabilities 

and exploits, covering a broad spectrum of attacks and vulnerabilities. 

Should have at least 10,000 IPS Signatures or 20000 DPI signatures, 50 

million Could AV signatures". 

5. DDoS/DoS attack prevention is basic protection technology for industry 

leading firewall and being the essential security feature, this is the 

requirement of NIXI. Hence, the suggestion is not accepted. However, if the 

bidder does have the features of Layer 3 SYN Proxy and Layer 2 

Blacklisting, then they should clearly spell out the alternate technology 

for DDoS/DoS attack prevention. 



6. OEM not complying to NetSec Open certification can instead furnish NSS 

Lab certification with Exploit Blocking rate of minimum 97% in the last report. 

The other conditions of the tender remain as already published. 

 


